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Abstract of the contribution: The ability for 5G to use quantum-computing-resistant public key algorithms has already been identified.  But the study of quantum safe algorithms is not yet very mature.  Introducing new algorithms is difficult to do well (how does one party know that the other party should be using the new algorithm?).  We propose some possible solutions.
1. Introduction

This pseudo-CR applies to TR 33.899 [1], the study on security for 5G.
The document already includes Key issue #17.2: Quantum safe cryptography.  At present there are no specific solutions to address this key issue.  The most substantial text in this direction is in an editor’s note in section 5.4.4.1.2.4, as follows (this refers to the use of public key cryptography between UE and serving network):
Editor’s note: It is ffs how best to support new algorithms in future, such as quantum computing resistant algorithms.  Options include 

(a) New algorithms are supported by new UEs, and where possible in current UEs via patching; new algorithms are mandatory to support in networks, and network appends multiple signatures computed using all available algorithms.  The UE pays attention only to the "best" algorithm that it supports.  The biggest downside of this approach are that all networks must be upgraded before a new algorithm can be introduced on the UE side.

(b) Networks broadcast which algorithms they support, and the UE chooses the "best" algorithm that it has in common with the network.  The network appends multiple signatures computed using all available algorithms.  The biggest downside of this approach is that a false network can say that it only supports the weakest algorithm.

(c) A list on the UE, updated by the home network, tells the UE which visited networks support the new algorithm(s).  An attacker who can’t break the new algorithms then can’t pose as one of those networks, but can pretend to be another network instead.

The field of quantum safe cryptography is not very mature.  Some algorithms are currently believed resistant to efficient cryptanalysis using quantum computer algorithms, but they generally come with big overheads (e.g. larger keys, larger signatures etc) compared to classical public key algorithms such as RSA or elliptic curve.  There is also limited assurance about the strength of these supposedly quantum safe algorithms, which are less well studied than their classical counterparts.
Post-quantum cryptography is a very active field of study; we may expect that the world may converge on “best” quantum-safe algorithms eventually, e.g. through initiatives from NIST and others, but this will be several years from now.

In terms of the threat, “several years from now” may be perfectly acceptable.  Quantum computers today cannot scale to break RSA or elliptic curve algorithms; while we have to take seriously the risk that they could do so within the lifetime of NextGen, it may well be many years before it becomes a reality.

However, we have seen repeatedly in mobile and other contexts that phasing in new algorithms after a system launches can be very hard to do effectively.  If the party with which you’re communicating can plausibly not yet support the new algorithm, then you either have to accept use of the old algorithms, or else risk rejecting legitimate traffic.

We propose some solutions that could be adopted in the face of this dilemma.

2. Text proposal
In line with the discussion presented in the previous clause it is proposed to introduce the following new text to [1]. Because this is all new text, we do not show it changed marked.
~ ~ ~ Start of first text proposal ~ ~ ~
5.17.4.a
Solution #17.a: Incorporate a quantum safe algorithm from day one

5.17.4.a.1
Introduction

This solution addresses key issue #17.2.
5.17.4.a.2
Solution details

We anticipate that a set of public key algorithms will be specified as mandatory to support (by various entities, potentially including UICC, UE, serving network nodes and home network nodes) in the NextGen security specification.
When the NextGen security specification is created, at least one "best known in class" quantum safe algorithm is included in this set of mandatory to support algorithms.  By "best known in class" we mean the algorithm deemed best by SA3 (taking suitable advice from other sources) in terms of

-
being believed safe against cryptanalysis by quantum computers;

-
efficiency (computing time, signature size etc).

We deliberately avoid selecting such an algorithm in this TR.  The selection of the algorithm(s) should be left as late as is reasonably possible, to allow for new results in the very active, not yet mature field of quantum safe cryptography.

5.17.4.a.3
Evaluation

The clear advantage of this solution is that the quantum safe algorithm is there from day one, and any NextGen entity can confidently assume that the other party with which it is communicating will also support this algorithm.

The clear disadvantage is that quantum safe cryptography is an immature field of study.  Quantum computers may not become a real threat for many years, and in that time there may very well be big advances in the field, such as:

-
new quantum safe algorithms that are much more efficient than those known today;

-
new algorithms giving much better assurance of quantum safety;

-
algorithms currently believed to be quantum safe turning out not to be.

A (supposedly) quantum safe algorithm in the initial NextGen specifications may therefore turn out to be very sub-optimal.

5.17.4.b
Solution #17.b: Message flexibility

5.17.4.b.1
Introduction
This solution addresses key issue #17.2.
5.17.4.b.2
Solution details
All standardised messages that carry public key signatures are specified in such a way that the signature size is flexible enough to include much larger signatures in future.  Likewise, all standardised messages that carry public keys (either raw or in certificates) are specified in such a way that much larger public keys can be accommodated in future.
5.17.4.b.3
Evaluation
Algorithms currently believed quantum safe typically involve much larger keys and much larger signatures than classical public key algorithms.  This solution makes allowance for such algorithms to be introduced in future.

The solution is specified only at a very high level; further detailed study will be required to apply it in practice.
5.17.4.c
Solution #17.c: Updating algorithms to be used by home network and UE

5.17.4.c.1
Introduction

This solution addresses key issue #17.2, for algorithms used to protect messages sent in either direction between individual subscribers and home network nodes.
5.17.4.c.2
Solution details

A home network can deliver an entire new algorithm to a UE (including UICC), using any OTA mechanism at its disposal.  This could be new code that the UE (possibly the UICC) can compile, or can run in an interpreter.

A new home network public key (raw or certificate) can be delivered to the UE using the same mechanism, if required.

If the UE needs its own key pair for use with the new algorithm, then the home network will deliver the corresponding key generation algorithm along with the public key algorithm.  This key generation can make use of a random number generator API on the UE.  The UE uses the key generation algorithm to generate its own key pair.

After successful delivery of a new (e.g. quantum safe) algorithm, and confirmed delivery / creation of necessary keys, the home network can require that the UE always uses this new algorithm, and reject attempts to use older algorithms.  The extent to which the home network can be confident in a particular subscriber’s ability to use a new algorithm will depend on:
-
whether the new algorithm has been delivered to run in the UICC, or elsewhere in the device;

-
whether the UICC is fixed or removable.

Similarly the UE can require that the home network always uses this new algorithm, and reject attempts to use older algorithms.
5.17.4.c.3
Evaluation

Supporting the ability to deliver whole new algorithms in this way means that a new (e.g. quantum safe) algorithm can be phased in, in such a way that the home network can be confident that it happens, and is not reliant on whether a device manufacturer delivers patches, or whether the user chooses to accept such patches.  Phasing in of a new algorithm can be done, for instance, if and when the risk from non-quantum-safe algorithms is deemed high enough, and when the study of quantum safe algorithms is deemed mature enough for an algorithm to be selected.

Risks / challenges with this approach include:
-
the fact that entire new algorithms may be significantly larger than OTA mechanisms typically handle today;

-
it may be hard for a newly delivered algorithm to run as efficiently, and with as much resistance to side channel attacks such as differential power analysis, as could be true of a native algorithm implementation.

5.17.4.d
Solution #17.d: Secure negotiation of algorithms to be used by home network and UE

5.17.4.d.1
Introduction

This solution addresses key issue #17.2.  It is an alternative to solution #17.c.

We assume that, if a new algorithm is specified for use between UE and home network in the NextGen system, then for some years to come:

-
some newly manufactured UEs will support the new algorithm, and some will not;

-
some existing UEs will be patched to support the new algorithm, and some will not;

-
some home networks will support the new algorithm, and some will not.

5.17.4.d.2
Solution details

Using any OTA mechanism at its disposal – or directly, in the creation of new USIMs (or their NextGen equivalent) – the home network can cause a flag to be set in the UE (e.g. on the UICC).  A UE that has been created or patched to support the new algorithm will recognise that this flag means that the home network supports the new public key algorithm.

A new home network public key (raw or certificate) can be delivered to the UE using any secure OTA mechanism, if required.

When a UE supporting the new algorithm first observes this indicator flag to be set, it communicates to the home network that it (the UE) also supports this algorithm (including confirmation that the UE has generated a key pair for the new algorithm, if it needs one).  This could be done in an OTA message, or it could be included as a parameter in a message to the home network such as the Initial Authentication Request defined in solution #2.12.  Receipt of this message needs to be acknowledged by the home network.
After confirmation that both the UE and the home serving network support a new (e.g. quantum safe) algorithm, then this solution means that they can agree only to use this new algorithm, and can each reject attempts to use older algorithms.

Editor’s note: The above solution is described only at a high level – more details are needed. 

5.17.4.d.3
Evaluation

This solution allows the UE and home network to enforce use of a superior (e.g. quantum safe) algorithm when both parties support it.  It allows device manufacturers to patch in new algorithms in the best way they can, rather than delivering them in a "device agnostic" way as in solution 17.c; allowing the manufacturer to implement the algorithm is likely to lead to more efficient implementations and/or better resistance to side channel attacks such as differential power analysis.  It allows new algorithms to be phased in gradually, in such a way that there is value in doing so.

However, it does not give the home network any way to push out support for a new algorithm to existing devices: patching in a new algorithm is entirely down to the standard device update process, with all its failings.

5.17.4.e
Solution #17.e: Secure negotiation of algorithms to be used by serving network and UE

5.17.4.e.1
Introduction

This solution addresses key issue #17.2, for algorithms used to protect messages sent in either direction between individual subscribers and serving network nodes (not broadcast messages from the serving network).

We assume that, if a new algorithm is specified for use between UE and serving network in the NextGen system, then for some years to come:

-
some newly manufactured UEs will support the new algorithm, and some will not;

-
some existing UEs will be patched to support the new algorithm, and some will not;

-
some serving networks will support the new algorithm, and some will not.

5.17.4.e.2
Solution details

In the initial authentication exchange when a UE connects to a serving network, the UE communicates its public key algorithm capabilities to the serving network (either directly or via the home network), in a way that is integrity protected based on the long term subscriber secret key.  See solution #2.12 for an example of how this can be done via the home network.

Also as part of the initial authentication exchange, the serving network communicates a set of permitted algorithms to the UE, in a way that is integrity protected based on the long term subscriber secret key.  This set of permitted algorithms will be a subset of the algorithms that the UE supports.  The indication may optionally go into finer detail, specifying different sets of algorithms for use in different circumstances (this may be helpful, for instance. if only some serving network nodes support a particular algorithm).

If both the UE and the serving network support a new (e.g. quantum safe) algorithm, then this solution means that they can agree only to use this new algorithm, and can each reject attempts to use older algorithms.
5.17.4.e.3
Evaluation

This solution allows communicating parties to enforce use of a superior (e.g. quantum safe) algorithm when both parties support it, and prevent the type of attack in which the attacker pretends to be one party but claims only to support algorithms that it can in fact break.  It allows new algorithms to be phased in gradually, in such a way that there is value in doing so.

It does not, however, address the challenge of introducing new (e.g. quantum safe) algorithms for use in "connectionless" messages such as signed broadcasts from the serving network to multiple devices, or encrypted uplink messages sent before authentication.
~ ~ ~ End of first text proposal ~ ~ ~
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